• Persons who have been charged in an indictment or information with a crime,
• Persons whose DNA samples are collected under the jurisdiction of applicable legal authorities, 2
• Analyses of DNA samples recovered from crime scenes,
• Analyses of DNA samples recovered from unidentified human remains, and
• Analyses of DNA samples voluntarily contributed from relatives of missing persons, 3 so long as the records and analyses were performed by or on behalf of a criminal justice agency, or in accordance with other proscribed federal standards, for the purposes of law enforcement.
It should be noted that DNA samples that are voluntarily submitted solely for the purposes of eliminating a subject from suspicions in an investigation cannot be included in CODIS. 4 The fact that CODIS contains specifically identifying genetic records is unique. Generally speaking, federal regulations forbid the collection and storage of identifying DNA records or biological materials without express informed consent from the sample donors. Nonetheless, in the absence of overarching federal legislation for the protection of genetic information, a discussion of how privacy is preserved in the index is instructive.
Privacy Protections for Individuals in CODIS
The integrity of CODIS is preserved through inclusion and disclosure limitations. The index can only include information on DNA identification records and DNA analyses that are based on analyses performed by or on behalf of a criminal justice agency (or the Secretary of Defense in accordance with 10 U.S.C. §1565) in accordance with specified standards. 5 Also, the law places restrictions on the use of results of DNA tests. Specifically, the results of CODIS DNA records and analyses may be disclosed only:
• To criminal justice agencies for law enforcement identification purposes;
• In judicial proceedings,
• If otherwise admissible pursuant to applicable statues or rules; or
• For criminal defense purposes, to a defendant, who must have access to samples and analyses performed in connection with the case in which such defendant is charged.
6
If results are de-identified, they may be disclosed for a population statistics database, for identification research and protocol development purposes, or for quality control purposes.
7

Expungement of Records
There are two circumstances in which the Director of the FBI must clear the DNA analysis of a person from CODIS:
• If the original placement in the index was based upon a conviction for a qualifying Federal offense 8 or a qualifying District of Columbia offense, the Director must expunge the record if the Director receives, for each conviction of the person of a qualifying offense, a certified copy of a final court order establishing that the conviction has been overturned.
9
• If the original placement was due to an arrest under the authority of the United States, the Director must expunge the record if the Attorney General receives, for each charge against the person on the basis of which the analysis was or could have been included in the index, a certified copy of a final court order establishing that such charge has been dismissed or has resulted in an acquittal or that no charge was filed within the applicable time period.
10
Similar expungement requirements apply to the states as well.
11
STATE GUIDANCE: PRIVACY PROTECTION AND ISSUES OF DISCRIMINATION
It is instructive to observe how federal regulations protect the privacy of individuals whose genetic records are indexed in CODIS, as it offers potential insight into what standards federal regulators might apply beyond the boundaries of the criminal justice system. Nonetheless, there are currently no overarching federal statutes to ensure that identifying genetic information collected outside of CODIS remains private. This becomes of particular concern when considered in the context of fears of genetic discrimination.
As of the date this publication was written, 32 states have enacted laws dealing directly with genetic privacy issues. The breadth of those laws varies significantly between states -some span several subsections of state code; others occupy a single paragraph. A review of these laws reveals three primary areas of enforcement:
• Prohibitions on the administration of genetic tests, or the collection of genetic materials, without informed consent;
• Requirements for and restrictions on disclosure of information obtained from genetic tests -that results be available to tested individuals and not disclosed to third parties without proper authorization; and
• Destruction or de-identification of materials after their purpose as test materials has been served.
But perhaps the most pressing concern for individuals is the issue of genetic discrimination, and the resultant loss of health insurance or employment based on a patient's genetic profile. Genetic discrimination therefore becomes an area of great liability for employers and insurers.
Several states address the issue of genetic discrimination within their statutes directly by expressly prohibiting insurers from denying policy or altering existing policy on the basis of the results of a genetic test or on the refusal or desire to undergo genetic testing. Some states also forbid employers from making any employment decisions based on genetic data.
The insurance and employment related provisions of three state genetic privacy acts will be discussed here. The language of this article does not reflect the entirety of the statutory texts and should not be taken for legal guidance. Rather, this intends to present an illustrative discussion of the tensions that underlie the genetic privacy legislative landscape, as well as general rules by which privacies might be protected and liabilities avoided.
Idaho: Genetic Testing Privacy Act (Idaho Code Ann. § 39-8301-8304)
Except as otherwise provided, an employer cannot, in connection with a hiring, promotion, retention, or other related decision:
• Access or otherwise take into consideration private genetic information about an individual that would be otherwise unavailable in a routine, exam such as a physical exam or urine test;
• Request or require an individual to consent to a release of personal and private genetic information;
• Request or require an individual or his blood relative to submit to a genetic test; or
• Question the individual or blood relatives' motives regarding their decision to have taken or their refusal to have taken a genetic test.
However, an employer is permitted to seek an order compelling disclosure of private genetic information under certain circumstances, in connection with an employment-related judicial or administrative proceeding in which the individual has placed his health at issue, or an employment-related decision in which the employer has a reasonable basis to believe that the individual's health condition poses a real and unjustifiable safety risk requiring the change or denial of an assignment.
Idaho insurance law also states, it is illegal for a person to discriminate on the basis of a genetic test or private genetic information in the issuance of coverage, or the fixing of rates, terms or conditions, for any policy or contract of disability insurance or any health benefit plan.
Louisiana (La. Rev. Stat. Ann. § 213.7)
Louisiana genetic privacy law, on the subject of employer and insurer practices, is particularly comprehensive.
Under Louisiana state law (La. Rev. Stat. Ann § 213.7) it is illegal for an insurer to, on the basis of any genetic information concerning an individual or family member or on the basis of an individual's or family member's request for or receipt of genetic services, or the refusal to submit to a genetic test or make available the results of a genetic test:
• Terminate, restrict, limit, or otherwise apply conditions to the coverage of an individual or family member under the policy or plan, or restrict the sale of the policy or plan to an individual or family member;
• Cancel or refuse to renew the coverage of an individual or family member under the policy or plan;
• Deny coverage or exclude an individual or family member from coverage under the policy or plan;
• Impose a rider that excludes coverage for certain benefits or services under the policy or plan;
• Establish differentials in premium rates or cost sharing for coverage under the policy or plan; or
• Otherwise discriminate against an individual or family member in the provision of insurance.
It is illegal for an insurer to require an applicant for coverage under the policy or plan, or an individual or family member who is presently covered under a policy or plan, to be the subject of a genetic test or to be subjected to questions relating to genetic information.
Also, insurers are required to give applicants or enrollees clear and conspicuous notice of these rights, in the application or enrollment information provided by the insurer concerning a policy or plan.
Furthermore, an insurer also cannot obtain genetic information from an insured or enrollee, or from their DNA sample, without first obtaining valid and written informed consent. To be valid, an authorization for disclosure of genetic information must:
• Be in writing, signed by the individual and dated on the date of such signature;
• Identify the person permitted to make the disclosure;
• Describe the specific genetic information to be disclosed;
• Identify the person to whom the information is to be disclosed;
• Describe with specificity the purpose for which the disclosure is being made;
• State the date upon which the authorization will expire, which in no event shall be more than 60 days after the date of the authorization;
• Include a statement that the authorization is subject to revocation at any time before the disclosure is actually made or the individual is made aware of the details of the genetic information; and
• Include a statement that the authorization shall be invalid if used for any purpose other than the described purpose for which the disclosure is made.
A copy of the authorization must be provided to the individual and it can be revoked or amended at any time. It should be noted that an authorization for the release of medical records or medical information shall not be construed as an authorization for disclosure of genetic information, although the privacy restrictions in this law do apply to medical records that contain genetic information. 12 Finally, Louisiana law makes an insured's or enrollee's genetic information the property of the insured or enrollee, and thus the law restricts a third party from retaining an insured's or enrollee's genetic information without first obtaining authorization from the insured, enrollee, or their representative, unless the retention is:
• For the purposes of a criminal or death investigation or for use in a criminal or juvenile proceeding; or
• To determine paternity.
One notable point here, of course, is not the requirement of authorization for release but rather the treatment of genetic information as being the property of the insured or enrollee.
It should also be noted that this law does not apply to any actions of an insurer or third parties dealing with an insurer taken in the ordinary course of business in connection with the sale, issuance, or administration of a life, disability income, long-term care, or critical illness insurance policy. In those ordinary courses, such insurers or third parties would be exempt from the provisions of this law. Texas law has specific provisions that attempt to prevent discrimination on the basis of genetic information. For example:
An employer, labor organization, or employment agency commits an unlawful employment practice if the employer, labor organization, or employment agency limits, segregates, or classifies an employee, member, or applicant for employment or membership in a way that would deprive or tend to deprive the employee, member, or applicant of employment opportunities or otherwise adversely affect the status of the employee, member, or applicant on the basis of genetic information concerning the employee, member, or applicant, or because of the refusal of the employee, member, or applicant to submit to a genetic test.
13
A licensing authority may not deny an application for an occupational license, suspend, revoke, or refuse to renew an occupational license, or take any other disciplinary action against a license holder based on the refusal of the license applicant or license holder to: submit to a genetic test; submit a family health history; disclose whether the applicant or holder has submitted to a genetic test; or disclose the results of any genetic test to which the applicant or holder has submitted. 14 The regulations pertaining to insurers, listed below, apply only to a health benefit plan that provides certain benefits.
15
There are certain exceptions for plans that provide certain forms of coverage.
16
A health benefit plan issuer that requests an applicant for coverage under the plan to submit to a genetic test in connection with the application for coverage for a purpose not prohibited by statute must adhere to certain requirements of informed consent and communication of test results. A health benefit plan issuer may not use the results of a genetic test conducted in accordance with the requirements above to induce the purchase of coverage under the plan. 17 Furthermore, a health benefit plan issuer may not use genetic information 18 or the refusal of an applicant to submit to a genetic test to reject, deny, limit, cancel, refuse to renew, increase the premiums for, or otherwise adversely affect eligibility for or coverage under the plan. 19 Also, it is illegal for a health benefit plan issuer to require as a condition of coverage genetic testing of a child in utero without the pregnant woman's consent, or use genetic information to coerce 20 or compel a pregnant woman to have an induced abortion.
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GENETIC PRIVACY ISSUES IN LITIGATION
There exists little precedent today that directly addresses issues of genetic privacy. In one of the first cases to address genetic privacy, the Supreme Court in Washington concluded that there was no inherent right of privacy in discarded genetic information that was used for purely identification purposes, even where the police obtained the sample through deception. 22 However, the courts have yet to address specifically the issues of genetic privacy in the workplace and genetic discrimination.
A clear understanding of how the federal and state regulations currently address issues of genetic privacy will be invaluable to avoiding potential liabilities later on. 1)-(4) . 15 This includes one that (1) provides benefits for medical or surgical expenses incurred as a result of a health condition, accident, or sickness, including: (A) an individual, group, blanket, or franchise insurance policy or insurance agreement, a group hospital service contract, or an individual or group evidence of coverage that is offered by: (i) an insurance company; (ii) a group hospital service corporation operating under Chapter 842; (iii) a fraternal benefit society operating under Chapter 885; (iv) a stipulated premium company operating under Chapter 884; or (v) a health maintenance organization operating under Chapter 843; and (B) to the extent permitted by the Employee Retirement Income Security Act of 1974 (29 U.S.C. Section 1001 et seq.), a health benefit plan that is offered by: (i) a multiple employer welfare arrangement as defined by Section 3 of that Act; (ii) another entity not authorized under this code or another insurance law of this state that directly contracts for health care services on a risk-sharing basis, including a capitation basis; or (iii) another analogous benefit arrangement; or (2) is offered by an approved nonprofit health corporation that holds a certificate of authority under Chapter 844. Tex. Ins. Code Ann. § 546.002(1)-(2). 16 It does not apply to: (1) a plan that provides coverage: (A) only for a specified disease; (B) only for accidental death or dismemberment; (C) for wages or payments in lieu of wages for a period during which an employee is absent from work because of sickness or injury; or (D) as a supplement to liability insurance; (2) a Medicare supplemental policy as defined by Section 1882(g)(1), Social Security Act (42 U.S.C. Section 1395ss); (3) workers' compensation insurance coverage; (4) medical payment insurance coverage provided under a motor vehicle insurance policy; or (5) a long-term care policy, including a nursing home fixed indemnity policy, unless the commissioner determines that the policy provides benefit coverage so comprehensive that the policy is a health benefit plan as described by § 546.002. Tex. Ins.
